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IaaS

(virtual machines)
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PaaS 

(app service)
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SaaS

(O365)

S
ca

le
, 
re

si
li
e
n

ce
 a

n
d

 

m
a
n

a
g

e
m

e
n

t 
b

y
 v

e
n

d
o

r



Subscription - logical entity that provides entitlement to 

deploy and consume Azure resources

Account - a global unique entity that gets you access

to Azure services and your Azure subscriptions

Resource - a manageable item that is available through Azure. 

Virtual machines, storage accounts, databases, and 

virtual networks are examples of resources.
o Storage Account - contains all of your Azure Storage data 

objects: blobs, files, disks (IaaS), queues, and tables (PaaS).

Resource Group - a container that holds related resources for 

an Azure solution, and that you want to manage as a group. 



Azure VMs



VM Type Sizes Purpose 

General 

Purpose

B, Dsv3, Dv3, DSv2, Dv2, 

Av2, DC

Testing and development, small to medium databases, and low to 

medium traffic web servers.

Compute 

Optimized
Fsv2, Fs, F

Medium traffic web servers, network appliances, batch processes, and 

application servers.

Memory 

Optimized

Esv3, Ev3, M, GS, G, 

DSv2, Dv2

Relational database servers, medium to large caches, and in-memory 

analytics.

Storage 

Optimized
Lsv2, Ls Ideal for VMs running databases.

GPU

NV, NVv2, NC, NCv2, 

NCv3, ND, NDv2 

(Preview)

Ideal for model training and inferencing with deep learning.

High 

Performance 

Compute

H
Fastest and most powerful CPU virtual machines with optional high-

throughput network interfaces.







(*)Not available in all regions





Azure Networking















 Security rules in NSGs enable you 

to filter network traffic that can 

flow in and out of virtual network 

subnets and network interfaces. 



Virtual Network Architecture/Topology

Microsoft Azure

Virtual Network

10.1.0.0/16

Subnet

10.1.1.0/24

Virtual Machine

Private IP: 10.1.1.4
Service Endpoint

Azure Storage account

Source IP: 

VM Private IP

10.1.1.4

Resource Group



VNet Peering Architecture
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VPN S2S Architecture

IPsec/IKE S2S 

VPN Tunnel



Storage 



•

•

RW RW

RW

LRS
• Multiple replicas across a datacenter

• Protect against disk, node and rack 

failures

• SLA: 99.9%

ZRS
• Replicas across 3 Datacenter in zone

• Protect against disk, node, rack and 

failures

• Available in 8 regions 

• SLA: 99.9%

GRS
• Multiple replicas across each of 2 

regions

• Protect against major regional 

disasters

• SLA: 99.9%

RA-GRS
• GRS + Read access to secondary

• Separate secondary endpoint

• SLA: 99.99% (read), 99.9% (write)

Primary Secondary

Primary Secondary

Async

Async

>480km

>480km

RW

RRW

RWRW











• Exercise 0: Prepare the lab environment

• Exercise 2: Implement and use Azure File Storage



Backup and Site Recovery solutions





 

 Multiple servers can be protected using 

the same Recovery Services vault 







Component Benefits Limits Protects Backup Storage

Azure Backup 

(MARS) agent

• Backup files and folders 

on physical or virtual 

Windows OS

• No separate backup 

server required.

• Backup 3x per day

• Not application 

aware

• File, folder, and 

volume-level restore 

only

• No support for Linux

• Files 

• Folders

• Recovery services vault

Azure Backup 

Server

• App aware snapshots

• Full flex for when to 

backups

• Recovery granularity

• Linux support on Hyper-

V and VMware VMs

• Backup and restore 

VMware VMs

• Doesn't require a System 

Center license

• Cannot backup 

Oracle workloads

• Always requires live 

Azure subscription

• No support for tape 

backup

• Files

• Folders,

• Volumes

• VMs

• Applications

• Workloads

• Recovery services vault

• Locally attached disk



Disaster Recovery ≠ Backup

• Backup is all about Data Availability

o Value Prop – Restore data

o Service – Azure Backup

o Scenarios

 Oops Delete

 Long term retention

• Disaster Recovery is all about Application 
Availability

o Value Prop – Recover Application

o Service – Azure Site Recovery

o Scenarios

 Disaster Recovery

 Migration







Back up Windows machines with the Azure Backup 

MARS agent

https://docs.microsoft.com/en-us/azure/backup/backup-

configure-vault

https://docs.microsoft.com/en-us/azure/backup/backup-configure-vault


Azure Price Calculator












