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Fvolving threat space
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Exchange Online advanced threat protection @
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Service architecture
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Safe attachments @

« Protect against zero day exploits in email attachments by blocking messages
» Provides admins visibility into compromised users

 Leverages sandboxing technology
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safe attachments safe links

& https://outlook.office365.com/ecp/SafeAttachment/EditSafeAttachmentPolicy.aspx?reqld=14271509729178&pw

‘achment—experience
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ENABLED

/] Safe Attachment Polic

L4 Default

NAME

Safe Attachment Policy - Block

more

O Off - Attachment will not be scanned for malware.

© Monitor - Continue delivering the message after malware is

detected; track scan results.

® Block - Block the current and future emails and attachments

with detected malware.

© Replace - Block the attachments with detected malware,

continue to deliver the message.

Redirect attachment on detection

Send the blocked or replaced attachment to an email address.

¥ Enable redirect
Send the attachment to the following email address

Safe attachments unknown malware response
Select the action for unknown malware in attachments.
Warning: These actions may cause significant delay to email delivery. Learn

Help

<
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Admin gets notification
if message is blocked

admin@contosobankatp.onmicrosoft.com

@ Apply the above selection if malware scanning for &
times out or error occurs.

INBOX CONVERSATIONS BY DATE ¥

All Unread Tome Flagged

LAST WEEK

IExchange Online Advanced Threat Protection < ]
mini ification: Redirecting email with malware sat3/21
This message was created automatically by Exchange Online Advanced...

Postmaster
Undeliverable message Sat 3/21
This message was created automatically by mail delivery software. Your...

Exchange Online Advanced Threat Protection < ]

Redirecting email with malware Sat 3/21
This message was created automatically by Exchange Online Advanced..

Exchange Online Advanced Threat Protection < 8

ing email with malware Fri 3/20
This message was created automatically by Exchange Online Advanced.
Postmaster
Undeliverable message Fri 3/20
This message was created automatically by mail delivery software. Your..
Exchange Online Advanced Threat Protection < ]
Administrator Notification: Redirecting email with malware Thu 3/19

.®

.
‘."‘ Administrator Notification: Redirecting email with malware

EREPLY  EREPL

Exchange Online Advanced Threat Protection <advanced-threat-protection@protection.outlook.com>
Sat 3/21/2015 231 PM
To: MOD Administrator;

Limited time offering fr...
112K8

v

This message was created automatically by Exchange Online Advanced Threat Protection service
Malware was detected in the email included with this message as an attachment

From:Jeremyc@contosobankatp.onmicrosoft.com
To:shobhits@contosobankatp.onmicrosoft.com
Subject:Limited time offering from Fabrikam
Date:3/21/2015 9:31:03 PM

The attached email or the attachment has not been delivered to the intended recipient(s). If it is opened, it might infect the computer with malware.

Please do not respond to this message, it is an unmonitored alias. For more information, please see http://go.microsoft.com/fwlink/?Linkld=526076.




Safe links
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Protect against sites with malicious content,

Provides admins visibility into compromised users
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afe links—experience
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safe attachments safe links

a malicious link is
clicked in email

N
@ https://outlook.office365.com/ecp/Safelinks/EditSafeLinksPolicy.aspx?reqld=1427151033873&pwmcid=28&Re H U .f. d .f
; t
) [
TLEEY - @ safe link policy-for admin and Shobhit ...HEI:. N . 1 1 Se rS n O I Ie |
a k policy al f ) @rennnnnnnnnnsn 4 mln Se S O IC
ENABLED NAME H
[
[
1

e *
7 a policy-for ad [l . Select the action for unknown potentially malicious URLS in messages o*
»settings @ off o*

v Default i of o
appred-io ® On - URLs will be rewritten and checked against a st of known .

malicious links when user clicks on the link. o*

¥ Do not track user clicks ¢

*
CEEEEEEEEE NN PR NN NN EEEEEEE D

@ Do not allow users to click through to original URL

Do not rewrite the following URLs: E

J Office 365 »° Microsoft

- ",

A This website has been classified as malicious.

www.spamlink.contoso.com

We recommend that you close this web page and not continue to this website. Learn mol

save ‘ | cancel

X Close this page.




Rich reporting and click trace
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ted domains remote domains connectors

Admins have
complete visibility

u
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Url Trace Results * i . .
.
i into who clicked
u
u
S e H .
u
i on what links
TIME OF CLICK (UTC) ¥ | RECIPIENT URL BLOCKED CLICKED THROUGH MESSAGE ID .
.
shobhits@contosobankatp.onmicrosoft.ct http//www.spamlink.contoso. <c5888139780a425e8ef
3/21/2015 9:12:48 PM shobhits@contosobankatp.onmicrosoft.com http://www.bing.com No No <3cead0ab775d47cfb7a8
3/21/2015 9:12:14 PM shobhits@contosobankatp.onmicrosoft.com http://www.spamlink.contoso.com/ Yes No <SNT147-W490DFCDC2¢
3/21/2015 8:05:19 PM shobhits@contosobankatp.onmicrosoft.com http://www.bing.com No No <3cead0a6775d47cfb7a8
3/21/2015 8:05:15 PM shobhits@contosobankatp.onmicrosoft.com http://www.spamlink.contoso.com/ Yes No <SNT147-W684A55149A
3/21/2015 8:05:05 PM shobhits@contosobankatp.onmicrosoft.com http://www.bing.com No No <3cead0ab775d47cfb7a8
3/21/2015 8:04:57 PM shobhits@contosobankatp.onmicrosoft.com http://www.spamlink.contoso.com/ Yes No <SNT147-W684A55149A .
3/20/2015 7:42:59 PM shobhits@contosobankatp.onmicrosoft.com http://www.bing.com/ No No <6a344dc89e33436198d R e p O rtl n g y
3/20/2015 7:42:57 PM advanced threat protection detection file types
" .
3/20/2015 7:42:54 PM rrensnnnnnnnnnnnnng fl |e types a nd
. u
u
14 Days 0 Days @ Custom :
View table L] . . .
t aISpositon
u
u
3 -
u
25 .

Tue Wed Thu i sat Sun Mon T
N7 318 3/19 3/20 3/21 3/22 3/23 3

View pending or completed requests

Messages that are older than 7 days have a gray background. When you select a data point in this area, a link appears that lets you specify parameters for a downloadable detail report. All dates and times are in Coordinated Universal Time (UTC



Purchasing Exchange Online ATP

Customer

All commercial customers

Channel at launch

Direct, CSP, Open, MPSA,
and EA channels

) @
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ERP at launch

$2 per user
per month

Multi-tenant government customers

Direct, Open, MPSA, and EA
channels at an ERP of $1.75
per user per month at launch

$1.75 per user
per month

Office 365 Government Community
Cloud (GCQ), Office 365 Education, and
Office 365 Nonprofit customers

Not available

Not available




C-DATA CLOUD LTD

m Microsoft

© 2014 Microsoft Corporation. All rights reserved.



